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3awuTta ot HC/] CooTBeTCcTBME
TpeboBaHUAM perynaTopos

CeropHst ecnu Balla koMnaHuga pabotaet

C KoHbUMAeHUManbHOW nHdopmaLmen,
NnepcoHanbHbIMU AaHHBIMU UV
roCyA4apCTBEHHOWM TaHOW, TO Bbl HEU3HeXHO
CTOJIKHETECh C MHOFOYMCAEHHbIMU
TpeboBaHMAMY pPerynaTopos.

C npobnemoit HecaHKLMOHMPOBAHHOIO
L,0CTyMna CTaNkMBatoTCS BCe KOMMaHMM:

OT YaCTHbIX NPELNPUATII 0O OFPOMHBbIX
Kopnopaumit. AKTyanbHOCTb Yrpo3, CBA3aHHbIX
C HeCaHKLMOHMPOBaAHHbBIM LOCTYNOM, pacTeT

C pocToM bu3Heca 1 yBennyeHneM KomyecTsa
YCTPOMCTB, NOAKOYEHHbIX K KOPMOPaTUBHOM
MHGOPMaLMOHHOM CHUCTEME. HeBbinonHeHwue 3Tmx TpeboBaHMn NpUBOAUT
K HexXenaTesbHbIM CaHKLUMUSAM: 3T0 MOTyT
ObITb Kak 3HauMTeNbHble WTpadbl,

Tak 1 NosiHasg 0CTaHOBKa AEATENbHOCTH
KoMnaHuu no TpeboBaHuio perynatopa.

HCI BeneT Kk noTepe KOHOUAEHUMANBHbIX
JaHHbIX, N yTpaTe UX LUenoCTHOCTH.

370, B CBOIO 04epellb, K LieIoMy psily PUCKOB:
OT penyTaumnoHHoro yulepba ans bpeHaa

[0 NpekpalleHns aeaTenbHOCTU BCeit
KOMMaHuN.

Diamond ACS

Komnnekc obecneynBaet MakCMManbHyto 3aLLMTy Ballen CUCTEMbI

OT HECAHKLMOHMPOBAHHOIo foCTyna. bazoBad YacTb KoMnaekca ABASETCH
NpOrpaMMHOM, NP1 HeObXOAMMOCTN OHa Nerko MoxXeT BbITb OCHaLLeHa
LOMNONHWUTENBHBIMM annapaTHbIMK KOMMOHEHTaMMN.

Haw npoaykT AaBngetca cepTudrLUMpPOBaHHbIM cpeficTBOM obecrneyeHns
besonacHoCTH 1 No3BONAET NPMBECTU BaLly aBTOMATU3MPOBAHHYO CUCTEMY
B cooTBeTCTBME C TpeboBaHMAMY 3akoHoB Poccuiickort epnepaumm,

n TpeboBaHNAM HOPMaTUBHbIX M METOANYECKMX LOKYMEHTOB B 06nactu
3aWwnThl nHGopMaLL MK, B TOM Yuche:

N298-D3 (o koMMepueckol TaiHe);
N2152-D3 (o nepcoHanbHbIX faHHbIX);
N25485-1-D3 (o rocymapcTeeHHo TalHe);
CTO BP (cTanpapt barka Poccun).
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NMOYEMY DIAMOND ACS:
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MakcuManbHoe NpoTUBOAECTBME Yrpo3aM

Diamond ACS obecneunBaeT MakC1MasbHyt 3aLLyTy BalLEN CUCTEMbI
OT HECaHKLMOHMPOBAHHOrO JOCTYyrA.

KoMnnekc faeT BO3MOXHOCTb OMepaT1BHO pearnpoBaTh Ha pacTyLLme Yrpo3bl 3a CHET eAUHON CUCTEMDI
yrnpaBeHnst U BbICOKOMPOM3BOAMTENBHOIO fApa besonacHocTw.

Takow nopxof, No3BONSIET CNPABUTCS C PacTyLLEn Harpy3Koi Ha nofpasaesieHns, oTBevatoLLme
3a 6e30MacHOCTb, 1 MOBLICUTb 3aLLMLLEHHOCTb CUCTEM.

UHHOBaALMOHOCTb

KoMnnekc cpeAcTB 3aLLmThl MOCTPOEH y4uTbIBas Hanbosee coBpeMeHHble pa3paboTku B 0bnactu
MOCTPOEHUS HaNOXEHHbIX CPeACTB 3aLmThl. TexHonorus Deep Virtual Secure no3sonsieT obecneunts
3aLUyTy OT Yrpo3, CBA3aHHbIX C annapaTHoM BUpTyanu3aLmeit n obecneunTs JOCTYN K KOHTypam
pasnunyHol ctenenn koHuaeHumansHoctv. Deep Virtual Secure obecneynBaeT HU3KOYPOBHEBYO
bunbTpaLmio 3anpocoB LOCTyrna C MOMOLLbIO CUCTEMbI KOHTPOJIS, HE3aBUCMMOW OT LUTATHbIX CPeLCTB
pa3rpaHnYeHnst 4OCTyna onepaLMoHHO CUCTEMBI.

Jlerkas MHTerpauus B nobyio cpepy

Diamond ACS nognepkvBaeT Hambosee NosHbIN NepeyeHb onepaLmoHHbIX CUCTEM, BKITOYast
nocnenHue sepcun Windows (B Tom umcne XP, Vista, 7, 8, 8.1) v Linux (2.6+).

Komnnekc Diamond ACS coBMECTUM C LUIMPOKWUM CMEKTPOM MPOrpaMMHbIX U annapaTHbIX KOMMOHEHTOB
Zpyrvx npoussogutenen C3V.

Ypo6Has ycTaHOBKa M ynpaBJieHue

B ocHoBe Bcero koMnniekca NeXXUT eayHas cucTema ynpasnieHus besonacHoCTH, No3BonsoLLas
bopMynmpoBaTh efMHY0 NOAUTUKY HE30MACHOCTU 15 BCEN 3aLLMLLAEMON CETU B 0DLLMX TEPMUHAX
1 OnepaT1BHO NPUMEHSITb €€ Ha yrpaBJ/isieMble CUCTEMbI.

CucTeMa ynpaBneHust NOCTPOEHa Mo MepapXmMyeckoMy NPUHLMMY U NOALAEPKMNBAET TECHYHO
nHTerpauumio co cnyxxbamm katanoros Microsoft Active Directory.

KoMnnekc npefycMaTprBaeT LeHTpanv30BaHHOE pa3BepThbiBaHWe areHToB besonacHoCTH
cpenctamu AD.

B0O3MOXXHOCTM NO KaCTOMU3aLIMM KOMMNNEKca

[Npwv pa3paboTke pasNnYHbIX MOACUCTEM M KOMMOHEHT KOMMJIEKCa B OCHOBY Oblnv MOMOXKEHbI
afanTYBHOCTb, KOHCUCTEHTHOCTb 1 COBMECTUMOCTb. 3T0 MO3BOJISIET OMNEPATUBHO BHEAPSTH HOBBI
byHKUMOHaN B cOCTaB NPOAyKTa, COXPaHsisl NPy 3TOM BbICOKMI YPOBEHb HAAEXXHOCTU M CTOMKOCTb
3aLLUMTHBIX CBOWCTB KOMIIEKCa.

Takol nopxop, No3BoNseT NpeLiarats UHAMBULYasbHbIE peLleHns Mo 3aLimTe MHopMaLLMK.
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TEXHOJIOI'MU DIAMOND ACS

AnnapaTHblii Moaynb

AnnapatHbi mogyns Diamond ACS HW obecneunBaeT cTpornii KOHTposb JoCTyna 1 AByXdaKTopHYio ayTeHTUdMKaLwmio
NoNb30BaTeNA NPK JONYCKe K CPEACTBY BbIUMCANTENBHOM TEXHWKM 3@ CUeT CODCTBEHHOM TEXHOOMM NepexsaTa yrpasneHns
3arpyskoi. [pu 3ToM annapaTHble Mofyn NO3BONFIOT Pean30BbIBaTL LUMPOKMIA CNEKTP GYHKLMI He30MacHOCTH, BKIIHOUas
[l0BepeHHble BbIYMCEHNS U OpraHn3aLmio paboTsl B KOHTYpax pa3nvyHoi cTeneHn KoHGUAEHUMaNbHOCTH.

Monaynb Diamond ACS HW no3gonseT obecneunts drandeckoe pasaeneHre MHGOPMaLIMOHHbIX PECYPCOB 1 TOrnyeckoe
pa3fesieHvie 3anyckaeMblx ONepaLMOoHHbIX CUCTEM, MCMOMb3Ys BO3MOXHOCT/ COBPEMEHHbIX MpoLeccopos Intel.

Deep Virtual Secure

TexHonorus Deep Virtual Secure nossonsaeT obecneunTs NapannebHbI AOCTYMN K KOHTypaM pasfimnyHon cTeneHn
KOHUOEHLMANBHOCTY 3a CHET anmnapaTHbIX BO3MOXHOCTeN coBpeMeHHbIx npoueccopos Intel. Pewwenne Deep Virtual
Secure obecrneynBaeT BUPTYanM3aLmio yCTaHOBIEHHOW OnepaLyiOHHON CUCTEMBI 1 3anyck napasnnesbHo C Hell MOAHOCTBIO
3awmernor OC. TNpumereHve Deep Virtual Secure nozsonsaeT obecneunTs BbICOKMIA ypoBEHb be30nacHoCTM

v cooTBeTCTBME TPebOBaHWAM PEryNATOpPOB B Cy4asx, Koraa HeobxoanM [OCTyn K pa3HbIM KOHTypaM 6e30MacHOCTY C 0gHOM
paboyeli cTaHLmK. Takium 0bpa3oM pelLaeTcs 3afaqa 3aLLyMLLEHHOM YAaNEHHOro [OCTyNa M CYLLLECTBEHHO CHMXAIOTCS
3aTpaThbl Ha BbIYMCANUTENBHYIO TEXHWKY 1 €€ MOALEPXKKY.

! . CPU
Diamond Operating Diamond
applications system deep virtual secure Intel Core
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Moppepxka Ceptudpukauusa
[NprobpeTas npomykTbl Diamond BbI noslyyaete Komnnekc nmeet ceptneukat PCTIK Poccuu,
pacLLUMPeHHBbIV NMaKeT TeXHUYEeCKOW NOALEPKKH, MOLTBEPXKAAIOLLMIA COOTBETCTBME TpeboBaHMAM:
KOTOpbIV BKItOYaeT B cebs HeorpaHn4YeHHoe BpeMs
B paMKax TenedOoHHbIX KOHCYNIbTaLMMI, a Takoke, e P[] CBT no 3 knaccy;
B C/ly4ae HeobxoAMMOCTH, Bble3[, HaLLMX CMeLmuanicToB e PJ1HJB no 2 ypoBH0 KOHTPONS;
K BaM Ha 06bekT. o TV
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glabalit

HGOpMaLMOHHaA 6e30NacHOCTb
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